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SOUBEL FIELD GUIDE - DIGITAL & Al

Understanding
Industrial Digital
Transformation

Eight technologies shaping connected industrial operations

A plain-language guide for commercial, operational, and technical conversations—organized
around what the technology is, how it works, where it fits, what it can support, and where
specialist expertise begins.

PURPOSE

Build practical technical fluency without pretending that fluency is the same as engineering, data-
science, controls, or cybersecurity authority.



HOW TO USE THIS GUIDE

Learn the conversation, not the calculation.

Industrial digital transformation spans disciplines that no single commercial leader should pretend
to own. The goal of this guide is commercial and operational fluency: enough understanding to
frame the problem, recognize the architecture, ask intelligent questions, connect technical
capability to operating value, and know when a specialist needs to take the lead.

THE EIGHT SUBJECTS

#
01

02

03

04

05

06

07

08

SUBJECT CENTRAL QUESTION

Digital Twins & Simulation How can a digital representation help us
understand, test, and support decisions about
a physical asset or process?

Al / ML & Analytics How can operating evidence be analyzed to
describe, classify, estimate, predict, or
support decisions?

Agentic Al When can Al coordinate multistep work toward
an objective using approved information and
tools?

Workflow Automation Which repeatable processes can move
through defined triggers, rules, approvals, and
records?

Industrial Data & Context How does data become understandable
enough to use across systems, teams, and
decisions?

Connected Operations How does useful information move from
physical operations to the people and systems
that need it?

Edge Computing & Edge Al What processing should happen near the
asset, and what should move upstream?

Industrial Cybersecurity & What changes when operational systems

OT Security become connected, and how should access
and boundaries be controlled?
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THE ARCHITECTURE

The eight are connected—but they are not interchangeable.

A useful way to think about the landscape is to follow evidence from the physical operation into
increasingly connected forms of analysis, coordination, and action. The exact architecture varies by
use case; this is a learning map, not a prescribed system design.

PHYSICAL OPERATION

Equipment, process conditions, instruments,
inspections, people and field work.

CONNECTED OPERATIONS

Move authorized information between field,
OT, engineering, maintenance and enterprise
environments.

Al/ ML & ANALYTICS

Find patterns, anomalies, estimates, forecasts
or other decision-support signals.

WORKFLOW / AGENT

Move defined work through rules—or
coordinate approved multistep work toward an
objective.

ONE COMPRESSOR-STATION EXAMPLE

DATA & CONTEXT

Identify the asset, time, location, units, source,
operating state, relationships and provenance.

EDGE

Decide what computation or inference must
happen near the asset and what can happen
upstream.

DIGITAL TWIN

Organize evidence around a representation of
the asset/system and support monitoring or
simulation.

OT CYBERSECURITY

Control identity, access, pathways, authority,
monitoring and recovery across the connected
environment.

A compressor station produces pressure, temperature, vibration, flow and event data. Context ties
those measurements to the correct equipment and operating state. Connected operations makes
selected information available beyond the local control environment. Edge computing may evaluate
time-sensitive signals locally. Analytics or Al may detect abnormal patterns. A digital twin may
organize asset evidence and support scenario analysis. A workflow can route a finding through
review and maintenance planning; an agent may help assemble evidence or prepare approved
steps. OT cybersecurity governs who and what can access these environments, what can cross
boundaries, and how the operation remains resilient.
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01 -LEARN THE TECHNOLOGY
Digital Twins & Simulation

How can a digital representation help us understand, test, and support
decisions about a physical asset or process?

WHATIT IS

A digital twin is a digital representation of a
physical asset, system, or process that is
connected to information about the real
thing. Its value is not the picture. Its value is
using evidence, models, and context to
understand condition or behavior, test
scenarios, and support a decision.

COMMERCIAL EXPLANATION

A digital twin connects a physical asset or
process to a digital representation using
relevant operating, inspection, engineering,
or maintenance evidence. Depending on the
use case, it can help teams monitor
condition, compare expected and observed
behavior, simulate scenarios, and make
better decisions. A 3D model or dashboard
by itself is not automatically a digital twin.

INDUSTRIAL EXAMPLE

Compressor station: combine pressure,
temperature, vibration, flow, inspection
history, maintenance records, and an asset
model to understand condition, compare
scenarios, and support
operate/inspect/maintain decisions.

WHO CARES—AND WHAT THEY CARE
ABOUT

Operations wants usable insight without
disruption. Engineering/reliability wants
defensible models and assumptions. IT/data
teams care about integration and data
quality. Leadership cares about measurable
operating value and adoption.

TERMS TO RECOGNIZE

Digital representation e Physical-to-digital
connection ® Model ® Simulation e
Telemetry ® Asset hierarchy e State/
operating context ® Calibration/ validation

WHAT IT IS NOT

Not every 3D model, dashboard, or live-data

displayis a digital twin. The useful distinction

is whether the representation is connected

to evidence and analysis that support a real

decision.

THE LIMIT

The twin inherits the quality and limitations of

the evidence beneath it. Missing history,

weak context, incorrect mappings, uncertain

assumptions, or unvalidated models can

create false confidence.

QUESTIONS WORTH ASKING

* What decision is the twin supposed to
improve?

e \Which data and records feed it, and how
are they contextualized?

® How is the model validated against
physical reality?

* \WWho owns the twin after the pilot?

* \WWhat measurable operating outcome
would justify scale?

KNOW WHERE TO STOP

Commercial fluency means understanding
the use case, evidence path, stakeholders,
adoption barriers, and value case. Model
physics, numerical simulation, controls
design, and engineering validation belong
with qualified technical specialists.

SOUBEL | OPERATIONAL TRUST



02 - LEARN THE TECHNOLOGY

Al / ML & Analytics

How can operating evidence be analyzed to describe, classify,
estimate, predict, or support decisions?

WHATIT IS

Analytics examines data to describe,
compare, and explain. Machine learning
learns patterns from examples in data. Al is
the broader field and may use ML plus other
computational methods for tasks such as
recognition, prediction, language
interpretation, and decision support.

COMMERCIAL EXPLANATION

| separate analytics, machine learning, and
Al because they are related but not
interchangeable. Analytics helps explain
what happened or what is changing.
Machine learning learns patterns from
historical examples. Al is broader and can
use ML or other methods to recognize,
predict, interpret, or support decisions. In
industry, the important question is whether
the evidence represents the operating reality
well enough for the output to be trusted.

INDUSTRIAL EXAMPLE

Rotating equipment: vibration, temperature,
load, operating history, and maintenance
records can support anomaly detection or a
condition signal that helps prioritize
inspection or maintenance.

WHO CARES—AND WHAT THEY CARE
ABOUT

Reliability and engineering care about false
positives, false negatives, validation, and
consequence. Operations cares about useful
lead time and actionability. Data teams care
about quality and context. Leadership cares
about business value, governance, and
scale.

TERMS TO RECOGNIZE

Analytics e Machine learning ® Training
data e Feature/variable ® Inference e
Classification e Prediction/forecast e
Anomaly detection e False positive / false
negative ® Model drift

WHAT IT IS NOT

A dashboard is not automatically Al. A

threshold alarm is not automatically

machine learning. Al does not automatically

mean automation.

THE LIMIT

Models learn from the evidence available.

Biased examples, missing operating regimes,

bad labels, sensor problems, changing

conditions, or weak asset context can distort

results.

QUESTIONS WORTH ASKING

® What operating decision will the model
support?

* \WWhat data represents normal and
abnormal conditions?

° How will performance be tested in the real
operating environment?

* \What happens when confidence is low or
the model disagrees with field evidence?

e How will drift and changing operating
regimes be monitored?

KNOW WHERE TO STOP

Commercial fluency does not require
building models, selecting algorithms,
tuning hyperparameters, or performing
statistical validation. Those are data-science
and domain-specialist responsibilities.
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03 - LEARN THE TECHNOLOGY

Agentic Al

When can Al coordinate multistep work toward an objective using

approved information and tools?

WHATITIS

Agentic Al moves beyond producing one answer.
An agent can gather context, plan intermediate
steps, use approved tools, evaluate results, and
continue toward a defined objective within
permissions and human-control boundaries.

COMMERCIAL EXPLANATION

A chatbot mainly responds to a prompt. An agent can
work through multiple steps toward a defined
objective—gathering information, using approved tools,
evaluating results, and deciding what step comes next.
In industrial environments, the critical questions are
what information it can access, what tools it can use,
what authority it has, and where a person must approve
or take over.

INDUSTRIAL EXAMPLE

Integrity review support: an agent could
assemble inspection, ILI, CP, maintenance, and
asset records, flag conflicts or missing evidence,
and prepare a review package—while the
engineer retains the technical decision.

WHO CARES—AND WHAT THEY CARE ABOUT

Business teams care about cycle time and
workload. IT/security cares about permissions
and tool access. Engineering and operations care
about accuracy, consequence, and human
control. Leadership cares about governance,
traceability, and accountable value.

TERMS TO RECOGNIZE

Agent e Objective ® Tooluse ® Orchestration e
Context / retrieval ® State / memory ® Human-
in-the-loop ® Permission boundary e Escalation
e Audit trail

WHATIT IS NOT

Agentic does not mean unrestricted autonomy.
More agents do not automatically make a system
smarter or safer.

THE LIMIT

Errors can compound across steps. Weak
retrieval, ambiguous goals, excessive
permissions, or an incorrect intermediate result
can propagate into later actions.

QUESTIONS WORTH ASKING

* \What exact objective is the agent responsible
for?

¢ Which tools and systems can it access?

® Which actions are read-only, preparatory, or
executable?

* Where are approval gates and stop conditions?

e Can we reconstruct what the agent did and
why?

KNOW WHERE TO STOP

Commercial fluency means being able to discuss use
cases, authority, workflow, adoption, governance, and
value. Agent architecture, prompt/tool implementation,
security engineering, and production deployment belong
with technical specialists.
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04 - LEARN THE TECHNOLOGY

Workflow Automation

Which repeatable processes can move through defined triggers, rules,
approvals, and records?

WHATITIS

Workflow automation moves repeatable work
through explicit triggers, rules, routing,
approvals, exceptions, and records. It can be
extremely valuable without using Al at all.

COMMERCIAL EXPLANATION

Workflow automation is about taking a repeatable
process and moving it consistently through defined
steps. A trigger starts the process, rules route the work,
approvals or exceptions interrupt it when needed, and
the system preserves a record. Al can assist a workflow,
but automation itself does not require Al.

INDUSTRIAL EXAMPLE

Asset integrity finding: an inspection result
triggers review, assignment, remediation
tracking, approvals, and closure evidence rather
than relying on email and spreadsheets.

WHO CARES—AND WHAT THEY CARE ABOUT

Operations and maintenance care about usable
workflows that fit the work. Compliance cares
about traceability. IT cares about integration and
supportability. Leadership cares about cycle
time, consistency, and adoption.

TERMS TO RECOGNIZE

Trigger ® Rule ® Routing ® Approval gate e
Exception path e System of record e Integration
/ APl e Audittrail ® RPA e Business process
WHATIT IS NOT

Automation is not the same as Al, and
automating every step is not automatically
desirable.

THE LIMIT

Automating a weak process makes the weakness
move faster. Bad rules, unnecessary approvals,
poor master data, or missing exception paths can
scale delay and error.

QUESTIONS WORTH ASKING

¢ |s the process actually repeatable?
* Where does judgment enter today?
* Which exceptions matter?

¢ \What system should remain the system of
record?

* What evidence must survive for audit or
learning?

KNOW WHERE TO STOP

Commercial fluency means understanding process
value, adoption, stakeholders, integration needs, and
measurable outcomes. Detailed workflow configuration,
APl engineering, controls logic, and enterprise
architecture belong with specialists.
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05 - LEARN THE TECHNOLOGY

Industrial Data & Context

How does data become understandable enough to use across

systems, teams, and decisions?

WHATITIS

Industrial data becomes useful when it is tied to the
correct asset, time, location, units, operating state,
method, source, and relationships. Moving data
into one platform is not the same as making it
understandable.

COMMERCIAL EXPLANATION

Industrial data comes from systems built for different
jobs—SCADA, historians, inspection systems,
CMMS/EAM, GIS, engineering records, labs, and more.
Integration lets systems exchange data.
Contextualization makes that data understandable by
connecting it to the right asset, time, location, units,
operating state, and source. Provenance tells us where
it came from and what happened to it.

INDUSTRIAL EXAMPLE

A vibration value of 0.25 in/s means very little alone.
Which pump? Which measurement point? What
load? What baseline? When and how was it
collected? What do maintenance and inspection
records show? Context turns the number into
evidence.

WHO CARES—AND WHAT THEY CARE ABOUT

Data/GIS teams care about models, identifiers,
lineage, and interoperability. Engineering and
integrity care about meaning and evidence quality.
Operations cares about current operating context.
Leadership cares about whether integration creates
usable decisions rather than another data lake.

TERMS TO RECOGNIZE

Contextualization e Provenance/lineage ® Asset
hierarchy e Tag/identifier ® Time-series data e
Historian ¢ SCADA ¢ CMMS/EAM e GIS e
Master data ® Semantic model

WHATIT IS NOT

Connected does not automatically mean
contextualized, and a larger data set is not
automatically better evidence.

THE LIMIT

Context cannot repair evidence that was never
collected. Incorrect mappings, inconsistent
naming, unit errors, timestamps, missing history, or
undocumented transformations can make data
look coherent while changing its meaning.

QUESTIONS WORTH ASKING
e Can we trace this value back to its source?

®* How are asset identities reconciled across
systems?

* \What operating context travels with the data?

* Which source is authoritative when records
disagree?

¢ What data is missing—and would that change the
decision?

KNOW WHERE TO STOP

Commercial fluency means understanding why context
and provenance affect adoption and value. Designing
data models, schemas, pipelines, historians, or
enterprise integration patterns belongs with data and
architecture specialists.
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06 - LEARN THE TECHNOLOGY

Connected Operations

How does useful information move from physical operations to the

people and systems that need it?

WHATITIS

Connected operations links physical assets, field
activity, operational systems, and business
applications so authorized information can move
beyond the system where it was created without
erasing boundaries between monitoring,
coordination, and control.

COMMERCIAL EXPLANATION

Connected operations is about extending useful visibility
and information flow across field, OT, engineering,
maintenance, and enterprise environments. The point is
not to connect everything to everything. It is to move the
right information to the right people or systems while
preserving ownership, resilience, security, and operating
authority.

INDUSTRIAL EXAMPLE

A remote station sends selected operating and
condition information to authorized operations
and reliability teams so they can see changing

conditions without being physically present.

WHO CARES—AND WHAT THEY CARE ABOUT

Operations cares about reliability and local
control. IT/OT teams care about architecture,
connectivity, cybersecurity, and support.
Engineering and maintenance care about context
and actionability. Leadership cares about
visibility, coordination, and value.

TERMS TO RECOGNIZE

OT e IT ® SCADA e PLC/RTU e Historian e
Industrial network e Gateway ® Remote
monitoring ® Interoperability ® System of record

WHATIT IS NOT

Connected operations is not the same as
centralized control, and connectivity does not
require every application to own or control the
same data.

THE LIMIT

Connectivity creates dependencies.
Communications fail, devices lose power,
mappings can be wrong, and poorly designed
access can expose systems beyond their
intended boundary.

QUESTIONS WORTH ASKING

* \What information needs to move—and why?
® Which system owns the data?

® What must continue locally if connectivity is
lost?

* \Who is allowed to see versus control?

* How will field findings return to the record?

KNOW WHERE TO STOP

Commercial fluency means understanding the operating
use case, information flow, stakeholders, resilience,
adoption, and value. Network engineering, controls
design, protocol configuration, and cybersecurity
architecture belong with specialists.
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07 - LEARN THE TECHNOLOGY

Edge Computing & Edge Al

What processing should happen near the asset, and what should move

upstream?

WHATITIS

Edge computing places selected processing close
to the equipment and data that need it. Edge Al runs
approved analytics or trained models locally. The
architecture question is where computation should
occur based on latency, connectivity, data volume,
resilience, cybersecurity, and authority.

COMMERCIAL EXPLANATION

Edge computing is about doing some processing close
to the physical operation instead of sending every piece
of raw data to a distant cloud or enterprise system first.
That can reduce latency, preserve selected functions
during poor connectivity, and reduce the amount of data
moved upstream. Edge Al is when trained models or
analytics run in that local environment.

INDUSTRIAL EXAMPLE

Computer vision at a remote facility: a camera and
local industrial computer can run an approved
model near the operation and send detections or
exceptions upstream instead of continuously
transmitting every frame.

WHO CARES—AND WHAT THEY CARE ABOUT

Operations cares about responsiveness and
resilience. IT/OT and cybersecurity care about
device management, access, patching,
communications, and architecture. Data/Al teams
care about model deployment and versioning.
Leadership cares about scalable value and lifecycle
cost.

TERMS TO RECOGNIZE

Edge e Gateway e Industrial PC e Inference e
Latency ® Bandwidth e Intermittent connectivity e
Cloud e Model deployment e Device management

WHATIT IS NOT

Edge is not the same as a sensor, PLC, network,
cloud platform, or autonomous control system. It
describes where selected computation occurs
relative to the physical operation.

THE LIMIT

Moving compute closer to the asset does not
remove governance. Edge systems still need secure
deployment, updates, observability, reliable
context, lifecycle management, and clear local
authority.

QUESTIONS WORTH ASKING
¢ \What has to happen locally and what can wait?

¢ \What happens when the upstream connection is
lost?

* Which raw data truly needs to leave the site?

* How are software and model versions managed
across edge devices?

® What local actions are permitted without human
approval?

KNOW WHERE TO STOP

Commercial fluency means explaining the architectural
tradeoff and business case. Hardware sizing, network
design, container/runtime engineering, model
optimization, and controls integration belong with
specialists.
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08 - LEARN THE TECHNOLOGY

Industrial Cybersecurity & OT Security

What changes when operational systems become connected, and how
should access and boundaries be controlled?

WHATITIS

Industrial cybersecurity protects systems that
monitor and control physical operations while
preserving availability, safety, and reliability. OT
security is not simply enterprise IT security
transplanted into a plant or field network.

COMMERCIAL EXPLANATION

In OT, cybersecurity protects systems that interact with
physical operations. The same broad security goals still
matter—identity, access, monitoring, vulnerability
management, recovery—but the operating conditions
are different because uptime, equipment compatibility,
timing, safety, and physical consequence matter. The
goal is controlled connectivity: know the assets,
segment the environment, restrict pathways and
privileges, monitor what crosses boundaries, and
preserve safe operation.

INDUSTRIAL EXAMPLE

Vendor remote access: rather than maintaining a
permanent direct connection, a technician receives
authenticated, time-bounded access through an
approved pathway, with only the permissions
needed for the task.

WHO CARES—AND WHAT THEY CARE ABOUT

Operations and controls teams care about uptime
and safe operation. Cybersecurity cares about
exposure, identity, monitoring, and response. IT/OT
architecture teams care about segmentation and
connectivity. Leadership cares about operational
risk, resilience, compliance, and accountability.

TERMS TO RECOGNIZE

OT/ICS e Segmentation ® Zone ® Conduit e
Least privilege ® Jump host ® Remote access e
Assetinventory ® Compensating control e
Defense in depth e Incident response ¢ |IEC 62443

WHAT IT IS NOT

OT security is not simply installing office-IT tools
inside an industrial network. A security control that
disrupts timing, compatibility, availability, or safety
can itself create operational risk.

THE LIMIT

No architecture eliminates cyber risk. Unknown
assets, unsupported equipment, excessive
privileges, insecure remote access, supply-chain
dependencies, and weak recovery planning can
undermine strong controls.

QUESTIONS WORTH ASKING

® What assets and communications paths actually
exist?

® Which connections are required for operation and
which are merely convenient?

¢ Who has remote access, for how long, and with
what permissions?

* \What cannot be patched or replaced today, and
what compensating controls exist?

* How will the operation respond if a security
action conflicts with availability or safety?

KNOW WHERE TO STOP

Commercial fluency means recognizing the risk,
stakeholders, terminology, architecture questions, and
business implications. Network segmentation design,
firewall rules, vulnerability exploitation, incident
command, and IEC 62443 engineering remain specialist
responsibilities.
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COMPARE THE CONCEPTS

The questions that expose whether you actually understand
the difference.

Al vs. automation

Al can recognize, interpret, estimate, predict, or
recommend. Automation executes a defined
process. They can work together, but neither
requires the other.

Connected operations vs. edge computing

Connected operations concerns information
flow across operational and enterprise
environments. Edge concerns where selected
computation happens.

Digital twin vs. dashboard

A dashboard presents information. A useful twin
connects a physical asset/system, its evidence
and context, a representation/model, and
analysis or simulation to a decision.

IT security vs. OT security

They share many security principles, but OT
applies them where availability, deterministic
behavior, equipment compatibility, safety, and
physical consequences constrain how controls
are implemented.

Workflow automation vs. agentic Al

A workflow follows a predefined path with
explicit rules. An agent can determine
intermediate steps toward a defined objective
within permissions.

Edge Al vs. cloud Al

The distinction is primarily deployment location
and operating constraints. Edge inference
happens near the asset; cloud/enterprise
environments may support heavier
computation, fleet analysis, training,
governance, and scale.

Integration vs. contextualization

Integration moves data between systems.
Contextualization makes the data
understandable by tying it to asset, time,
location, units, operating state, source, and
relationships.

Prediction vs. decision

A model output is evidence for a decision.
Operating consequence, uncertainty,
engineering judgment, procedures, and
authority determine what action is appropriate.
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COMMERCIAL FLUENCY - SELF-CHECK

Questions worth being able to answer clearly.

01

02

03

04

05

06

07

08

09

10

Explain a digital twin without using the phrase “virtual replica.”

What makes a digital twin different from a dashboard?

What's the difference between analytics, machine learning, and Al?

What could make a technically accurate model commercially useless?

What's the difference between a chatbot and an Al agent?

Where should human approval remain in an agentic workflow?

Why automate a process without Al?

What happens when you automate a bad process?

What's the difference between integrating data and contextualizing it?

Why does provenance matter to industrial Al?
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COMMERCIAL FLUENCY - SELF-CHECK

Questions 11-20: connect the architecture to the operating

conversation.

1

12

13

14

15

16

17

18

19

20

What does connected operations mean in an OT environment?

What should continue working if connectivity to the enterprise is lost?

Explain edge computing in 30 seconds.

When would you choose edge processing instead of sending everything to the cloud?

Why does edge computing create lifecycle-management questions?

Why is OT cybersecurity different from office IT cybersecurity?

Explain zones and conduits in plain English.

What is least privilege and why does it matter for remote vendor access?

How do these eight technologies fit together in one industrial use case?

Where does your own expertise end, and when do you bring in a technical specialist?
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COMMERCIAL FLUENCY
A framework for the commercial conversation.

THE FLUENCY TEST

For each topic, be able to explainitin plain English, give one industrial example, name the
stakeholders who care, describe one important limitation, and state clearly where your expertise
ends.

1 - DEFINE Explain the capability in plain English so the customer can place it.

2 - DISCOVER Clarify the operating problem, decision, constraint, and stakeholder need before
positioning technology.

3 - APPLY Connect the capability to a credible industrial use case and the work it could improve.
4 - VALUE Connect the use case to measurable operating, risk, productivity, or commercial value.

5 - ADVANCE Define the next proof point, stakeholder, pilot question, or specialist needed to move
the opportunity forward.

POSITIONING TECHNICAL DEPTH WITHOUT OVERCLAIMING
COMMERCIAL LANGUAGE

“My role is not to be the person designing that architecture. | need enough technical fluency to
understand the operating problem, ask the right questions, connect the capability to measurable
value, and bring the right technical specialists into the conversation at the right point.”

SOUBEL | OPERATIONAL TRUST



QUICK REFERENCE

Eight topics. Eight sentences.

01 Digital Twins & Simulation

A digital twin is a digital representation of a physical asset, system, or process that is connected to
information about the real thing. Its value is not the picture. Its value is using evidence, models, and context
to understand condition or behavior, test scenarios, and support a decision.

02 Al /ML & Analytics

Analytics examines data to describe, compare, and explain. Machine learning learns patterns from examples
in data. Al is the broader field and may use ML plus other computational methods for tasks such as
recognition, prediction, language interpretation, and decision support.

03 Agentic Al

Agentic Al moves beyond producing one answer. An agent can gather context, plan intermediate steps, use
approved tools, evaluate results, and continue toward a defined objective within permissions and human-
control boundaries.

04 Workflow Automation
Workflow automation moves repeatable work through explicit triggers, rules, routing, approvals, exceptions,
and records. It can be extremely valuable without using Al at all.

05 Industrial Data & Context

Industrial data becomes useful when it is tied to the correct asset, time, location, units, operating state,
method, source, and relationships. Moving data into one platform is not the same as making it
understandable.

06 Connected Operations

Connected operations links physical assets, field activity, operational systems, and business applications so
authorized information can move beyond the system where it was created without erasing boundaries
between monitoring, coordination, and control.

07 Edge Computing & Edge Al

Edge computing places selected processing close to the equipment and data that need it. Edge Al runs
approved analytics or trained models locally. The architecture question is where computation should occur
based on latency, connectivity, data volume, resilience, cybersecurity, and authority.

08 Industrial Cybersecurity & OT Security

Industrial cybersecurity protects systems that monitor and control physical operations while preserving
availability, safety, and reliability. OT security is not simply enterprise IT security transplanted into a plant or
field network.

USE & RESPONSIBILITY

This field guide is designed to support technical and commercial fluency. It does not replace applicable
standards, regulations, organizational procedures, licensed engineering judgment, qualified technical
authority, cybersecurity engineering, controls engineering, data-science validation, safety requirements, or
legal advice for a specific system or decision.

SOUBEL | OPERATIONAL TRUST



